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loT opportunities ... and challenges

What should
we do?

How should
we do it?
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“We need to be ableto ...”

Depend on our loT solution

o o e
Innovate faster
than our competitors A x- z-
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Some loT devices emit data
(sensors - telemetry)

Lawsuit claims FitBit devices
dangerously underestimate heart rate

Three plaintiffs say FitBits fail during
exercise, worthless as heart monitors.
-ARS Technica Jan 6, 2016

TECH MAY 23 2016, 9:42 AM ET
Fitbit Trackers Are 'Highly Inaccurate,’
Study Finds

BY KALYEENA MAKORTOFF, CNBC

“... Fitbit devices miscalculated heart rates
by up to 20 beats per minute on average
during more intensive workouts.”
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Some loT devices do something
(actuators - behavior)

Nest thermostat bug

leaves owners without heating
-The Stack Jan 14, 2016

g brad_reichard % Follow
as @brad_reichard

| trust nest 2 keep my pipes from freezing @ 2nd home 450
miles from where | live; but nest is offline-hope my pipes don't
burst #nest #fail

8:32 PM - 13 Jan 2016 - Washington, DC, United States

« 932 9
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loT pet feeder:
What could go wrong?

Dogs and cats left without food for an
ENTIRE DAY as remote smart feeder
PetNet fails to dispense meals after
suffering 'server issues'

. Dogs and cats left hungry for 10 hours after app feeding devices failed

. The PetNet feeder devices, controlled with smartphones, broke down

. It was blamed on a malfunction in the company's computer program

. But customers took to Twitter to express their frustration at the situation

By SAM TONKIN FOR MAILONLINE
PUBLISHED: 03:04 EST, 29 July 2016 | UPDATED: 06:32 EST, 29 July 2016

http://www.dailymail.co.uk/news/article-3714186/Dogs-cats-
left-without-food-remote-smart-feeder-PetNet-fails-dispense-
meals-suffering-server-issues.html

Petnet(io) @ Petnetio - Aug 1
An update to our customers regarding the recent server outage:

To our loyal Petnet family,

As you may know, our third-party servers suffered
an outage late Wednesday evening, which
temporarily disabled the ability to remote feed and
edit feeding schedules for about 10 percent of our
users. We immediately became aware of the issue
and were back up and running in about eight hours.
We sincerely apologize for any issues this may
have caused.

As pet parents ourselves, we recognize that when it
comes to our pets, even one hour is too long to wait
when it's time for a feeding. That’s why we were
already working on a solution to prevent this issue
from happening. The fix was ready, but still needed
to be tested when this outage occurred. Our
engineers were prepared to implement the solution
and get your SmartFeeders back online as quickly
as possible. Now that this update has been made,
our platform is stronger and more reliable than
ever. We have two fail-safes in place, making it
virtually impossible for this to happen again and
ensuring your pets will always be fed...

. BMWatsonIoT 6
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http://www.dailymail.co.uk/news/article-3714186/Dogs-cats-left-without-food-remote-smart-feeder-PetNet-fails-dispense-meals-suffering-server-issues.html
http://bit.ly/2auzfhe

How much dependability What kinds of dependability

do you really need? do you really need?
« Availability
_____ e - Reliability
Cost of E feature
failure |------ . Safety
______ » Security

v

Development
Velocity
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The only way to win is to learn faster
than anyone else.

—Eric Ries, The Lean Startup: How Today's Entrepreneurs
Use Continuous Innovation to Create
Radically Successful Businesses
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Learn and innovate faster
with an loT feedback loop

Business
Leaders,
Engineers and
Developers

Analyze

Analyze data to inform

Cognitive Analytics

tcs for p,
(\‘3\\1 eS{Q
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Continuous Engineering

Design and develop products/solutions

Operate

loT-enabled
products/systems

PR




Continuous Engineering for 0T Solution Details

IBM loT Continuous Engineering
environment

Continuous Engineering tools

IBM Bluemix

loT Dashboard
(Custom)

loT Platform

loT platform device definitions
loT platform rules
Node-RED flows

§

Low Flow machines
(loT Devices)
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Demo
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What we saw

- Engineering team “designed loT in”
- Designed for operational feedback and analysis

- Engineering team detected problem and responded quickly
- Combining engineering and operational information

- Business manager used loT data to confirm that problem was fixed
- Sentiment analysis and user behavior data

- Team solved problem with a remote software update
- No service visits needed
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Not shown: extensions to the scenario that can
improve product quality and team productivity

Improve test coverage with automated testing
* Functional testing of solution ...
Components on-device and in the cloud
Scenarios across the solution components
« Simulation of devices and services not yet available
* Performance testing devices and the system

IBMWatson loT 14



Not shown: extensions to the scenario that can
improve product quality and team productivity (2)

Find problems faster with continuous delivery pipeline
« Automated build / deploy / test
«  Components and cross-component scenarios

Bonus: makes it easy to create test environments

IBMWatson loT 15



Not shown: extensions to the scenario that can
iImprove design

Improve testing and design assumptions
« Compare test results in the lab with real-word operational data (including failures)

* Analyze warranty and service call data to improve design

:EZE‘-E IBMWatsonloT 16



Not shown: extensions to the scenario that can
improve design (2)

Model-based engineering (MBE)
« Systems engineering (MBSE) and Model-driven development (MDD)

Define complex systems in models using multiple viewpoints
(e.g., business, user, functional, implementation)

Design device state machines, logic, and system interactions
Validate designs in simulated software or virtual HW+SW
Models = code

IBMWatson loT 17



With thanks to Persistent Systems Ltd — IoT Flywheel services

» Reference implementation of loT Flywheel, Used in this demo:
for production-grade Watson loT on Bluemix v' loT Dashboard

WISELR .« From data collection to useable applications

sandbox

Not shown
v Work item creator

- Delivered by IBM and Persistent professional services v' RQM test
elntear * Agile dev with mutually-agreed upon sprint schedule execution adapter

engagement

« Advice on enterprise-wide deployment architecture
Decision » Proposal for phased development and operations

EE’: IBM Watson loT 18



OSLC Adapter

: Continuous Engineering for the'Internet of Things
Internet of Things Adapter 3
Internet of things (loT) solutions are systems of systems that include = .
components designed and developed by multiple teams using multiple
technologies and deployment platforms — just the kind of challenge our
Jazz initiative was created to address.

& Want to know when our loT Adapter is available? Sign up now!
& Learn more about the Internet of Things

& Learn more about the IBM Watson loT Platform

& Learn more about product development for the Internet of Things

https://jazz.net/products/iot-adapter/
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Bonus charts (Backup)
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Scenario overview: Keep a business initiative on track with loT feedback

Bob

Business
Manager

9

Elizabeth
Engineering
Manager

loT-connected Engineering team receive system-generated
machines are in » alert when operational performance does not
operation match specification
\ 4
Engineering team Business Engineering team Machines’ embedded
finds likely cause and » manager reviews »| implements and tests || software is remotely
proposes solution and approves the changes updated

\ 4

Customers receive an alert about
the new configuration option through
a pop-up message on their
machine’s touch screen

| checks customers’ behavior on the product

"| dashboard and is happy to see that customers

After a few weeks, the Business Manager

are now using the feature as expected

IBMWatson loT 23




oT-comected Engieering team recehe systom generated
machinos are in alrt when operational perormance does not
opersion match speciicaton

JKE Appliances introduced a new Low Flow Washing == e

fnds kel cause and
proposes souton

Machine to increase revenue and market share = =]

* Wash in half the time with half the energy and water
« Competitive differentiator

IBM Watson loT 24



JKE Appliances “designed loT in” so they could take — ===
advantage of the loT feedback loop el

» Designed with Continuous Engineering
» The business team identified KPIs
* The engineering team defined and tested “plant model”

* Sensors in the machines collect the data for both and to
adjust system behavior automatically

 Data sent to IBM loT Platform

E e IBM Watson loT 25



The engineering and business teams use loT

Dashboard to understand machines in operation

The loT Platform collects and
analyzes data from the machines
and other sources

Automatic alerts for business and
engineering teams, so they can
respond quickly
The loT Dashboard to explore
system operation, utilization and
correlations

. Status

- Location by region

- Usage times and modes

« User sentiment

Wake2

Averag Usage

Washing Machines Status
Wak Mogelt
Wak Model2
Wak Modet
Wak Modeld

Line Chart

uuuuuuuuu

Makez-bodeld

Sales Volume Distribution

# osLc |:

propo

U/
| | |
i

Spike in Number of Specific Errors

Spike in Number of Specific Errors by Make, Model
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After two months of operation, the engineering team =

e o {Z;:"‘"E:‘:L i | ,Mmmma:”.d’
receives an alert indicating average water usage is M—

exceedlng its target in some regions

6 Low FIow Washer (Change Management)

roject Dashboar Work Items Plan rce Control

g o s  The loT Platform raises an alert as
EJAlert 101 the Average Water Usage exceeded
Summary: * Average Water Usage Target Exceeded 40 Iiters per Ioad

.  An loT Platform rule automatically
- ; creates an engineering work item to
e . notify the team that an operational
o s Crare e requirement is not being met

<<Automatically generated Alert>>
Average water usage target has been exceeded by some Low Flow Washing Machines. Please investigate.

i IBMWatson loT 27



Using the loT Dashboard, the engineering manager
discovered that the issue is occurring in areas with
exceptionally cold water

loT Dashboard shows sensor values:
* Average water usage target

« Cold rinse water temperature is causing
excessive detergent residue on clothes

* High average water usage is caused by i e O
users manually adding additional full | o | s v [ e [ wm e
rinse cycles S mm o m e

I Spike in Number of Specific Errors

3?’: IBMWatson loT 28



Engineering Manager explores how they missed this
during development and QA

\\\\\

& Low Flow Washer (RELM)
clome  Views e Anal Reports

» Traced the requirement to the

% Requirement Impact Analysis My ez

related test cases and examined G mEER e e
results
- Test case did not account for
excessive cold water temperature —H ..
since temperature information was
not available during development B e |
» Design for the Low Flow Washer is
HPAY 1 1 Model Element
not sufficient for regions with very O |
cold water

i IBMWatson loT 29



machines are in
opersion

oT-comected Engieering team recehe systom generated
ctonal perormance doos not

maich speciicaton

Engneering team
finds ikely cause and
proposes souton

Machnes embedded
software s remolely
updated

The engineering team reviews the design and proposes a

+ siness. } _| Engneerng team
manager rovews |84 implements and tests

an aert about
the new configuation option through
thor

solution which is approved

machine's touch screen are now using th feature as expected

{MMW (e ‘

* Proposal to use multiple, shorter rinse cycles in regions with extreme cold water
« Update an existing requirement and related test criteria
« Team reviews updates, and performs on-line review/approval

@ @ Low Flow Washer (Requirements)

ﬂ Low Flow Washer (Requireme... | towFow Washer (Requirements) Initial Stream | Archie 72}
ject Dashboard ~ Artifact: t = Reports W - Search Artifacts

Q
v Flow NoTa e L 3

B2 Reviews open in a new tab or window, and might open in a difierent stream or baseline. When you finish with a review, close tis tab or window. show details 29 © To Artifacts

@ ToReviews | Low Flow rements)> \/+ 376: Configure rinse cycle use case "] m
["& Review configurable rinse cycle proposal QaQ@eo
9 OverallR (isave Review | [ > satreven |—» B 1 a _— 376: Configure rinse cycle use case
(% Overall Revie [Elsave Review || BStatReview |~ B Inprogress — v Reviewed — @ Finalized Seonon
Project: Low Flow Washer
Due:|Sep 14,2016 E (Requirements)
Instructions to reviewers: Team Ownership:

Low Flow Washer (Requirements)
Created On: Sep 7, 2016, 11:31:15 AM

/ Created By: Jim Amsden
« Previous | 1-30f3 | Next ¥ Modified On: Oct 20, 2016, 5:07:34 PM
Modified By: Archie
Participant Type of Participant Reviewresults Add Participants | v
B Acne ¥ Reviewer Remove Paricipants | Type: Y4 Free-Form Diagram
SrT— Washer User oL
Raon ¥ Reviewer Change Partcipants | Format: 4 Diagram
< Reviewer — .
¥ Revecca Y Change sas - | Configure Low Flow Status: Draft
0selected i Washer
SendEmail |
« Previous | 1-20f2] Next ¥
D Artifact Version Status Add Artfacts \ Controller Comments
372 [Bl Low Flow Washing Machine must have configurable rinse cycle Sep6, 2016 11:48 AM Remove Artfacts | Links.
316 VA Configure rinse cycle solution mockup Sep7,2016 11:33 AM Openrtact- | Where Used
0 colertert e
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Engineering team does design analysis and elicit
additional requirements for impacted solution components

Design view and its associated rules
and application used to determine
additional implementation details

A new washer property needed

Use suspect links to see impact of
adding new property

They agree: significant potential
business impact; must act quickly.

365
366

367

mmmmmmmmmm

Eognasgan | [Bistees Ergresmgean | [Vochoes onied =
nde e cause o | managr s | | imomers an s || st el
popiss soon ndagpons | ||| b cnges pted |

ot e Businss N
thvough | | checks customers’behavior on the product
are now using th feature as expected

Contents

-1 Rinse Cycle Configuration Requirements

The default low flow rinse cycle is not adequately rinsing the clothes resulting in users avoiding the Low Flow mode or
manually adding additional rinse cycles. This appears to correlate with regions where there are high TDS, or reasonably hard
water. This may be the reason for excessive detergent residue in low flow mode rinse cycles.

The user shall be able to configure the number of rinse cycle and their duration (default, by weight, or number of minutes).
This will require an additional property in the device, an update to the device controller flow, and an update to the device UL

369: configuring rinse settings

Washing Machine User Washing Machine

display =ain

click setdngs settings menu

select "irse

display “rse
seddrgs"

0U_ONs enu:
21.to, manua
e, of wycles)

Y.

SelecTrinss
oplici

store rinze
cption

The washing machine shall send the rinse settings to the cloud data aggregator app.
The data aggregator app shall log the rinse settings in the database for further analysis by the cloud analysis app

The cloud analysis app shall add the last rinse settings of users who express sentiments
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Engieering team recehe systom generated

The development team implements changes in the Hw =

embedded software and the loT application

« Embedded systems developer implements the approved changes by adding a new
property to the washing machine and other solution components (IoTP, Node-RED flows,
etc.); builds new firmware

» Test team verifies the solution
« Firmware ready for delivery to the washing machines

%) Device Type Creation Date ¢ m nl V
.' Low Fl Washer (Change Managemen() v WashingMachine 14 Sep 2016 08:36:14 GMT
Work [terms
Device Type Properties Vs
i, Task 93
Property Name Data Type
Summary. * Imglement nnse seings in Washing Machine
d - d Parent
Overview Links Approvals Hisory
state state string
Detaits
waterLevel waterLevel float
(3 Task
spin spin float
Portiolio Name (rename) load load float
Low Flow 'Washer (Change Management;
mode mode string

Low Flow Washer (Change Management

Aug 30,2016, 105221 AM

® TempCtrl 18 Sep 2016 10:51:33 GMT



The update was deployed to selected Low Flow
machines, and JKE Appliances used loT data to confirm
that the update solved the problem

* The firmware update is made available to machines in
affected areas (limited roll-out)

* A pop-up on the touch screen alerts users:

“‘Better rinsing now automatic”
“Try it tweet your results with #LowFlowWasher to enter
drawing for Amazon gift card”
« After two weeks the business manager checks the
loT Dashboard to confirm problem is fixed

oont

aT-
mach
oper

aton

nected E
nes are in

ng
abrt
ch:

jneerng
when
specicaion

team recene system generated
operational performance does not
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With connected products you can ...

Which makes it
possible to ...

Which makes it
possible to ...

operation

Monitor products in

/\

Engage clients in
new user experience

\ 4

Create new business
models and revenue
streams

Test business

assumptions

» Client usage patterns
(features used, path
through features,
location and time of

Test technical

assumptions

* Product operational /
plant model

* Operating environment

» Component out of
tolerance / likely failure

* Delight your customers

v

 Reach new customers

* Cross-sell to customers

* Lower customers’ costs

* Sell products as a
service

use, etc.)
v

v

A 4

A 4

* Understand customer
behavior and product
usage

* [dentify new product or
business opportunities

* Reduce warranty and
repair cost

* Improve customer
satisfaction

* [dentify design
optimizations

» Differentiate your
offerings

* Build brand loyalty

* Understand customers

* |dentify new product or
business opportunities

 Grow revenue and
market share

* Turn one-time sales
into revenue stream
annuities

loT feedback loop




